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1 Introduction

NIH provides wireless access to NIH LANs at the Bethesda campus and certain off‑campus locations. A wireless local area network (LAN) is a flexible data communications system implemented as an extension to, or as an alternative for, a wired LAN. Using radio frequency (RF) technology, wireless LANs transmit and receive data over the air, minimizing the need for wired connections. 

Benefits of the wireless LAN

In the NIH network environment, using wireless LANs to supplement the wired network offers advantages in productivity, convenience, and cost. Wireless users can access shared information without looking for a place to plug in, and network managers can set up or build up networks without installing or moving wires. Doctors/scientists and nurses in hospitals are more productive because notebook computers with wireless LAN capability deliver patient information instantly. Senior executives or network managers in meetings can make quicker decisions because they have real-time information at their fingertips.

1.1 Purpose 

This document contains the standard operating procedures for setting up wireless LAN client access for NIH staff. 

1.2 Scope

This document provides procedures for the following tasks:

· Installing the wireless client adapter driver

· Installing the Aironet Client Utility (ACU) for Windows 

· Configuring the Aironet Client Utility (ACU)

1.3 Audience

These procedures are intended for:
· Technical Assistance and Support Center (TASC)
· Deskside Support staff
· Network Operations Center (NOC)
· Network Operations Section staff
· LAN Administrators
1.4 Wireless Authentication Overview

In the NIH wireless LAN environment the Cisco Client Adapter and Utility, Access Point, and RADIUS server are configured to use the Cisco Light Extensible Authentication Protocol (LEAP) option. The proprietary LEAP option encrypts data transmissions using dynamically generated Wired Equivalent Privacy (WEP) keys, which are exchanged between access points and Cisco Aironet 802.11b wireless LAN clients. LEAP causes the network software and firmware to trigger server-based authentication using the LEAP-enabled Remote Authentication Dial-In User Service (RADIUS) server. 

When the user turns on the computer, the wireless adapter tries to associate with the AP. The AP blocks the wireless adapter request until the user logs in with username and password. The login information is sent to the AP in a one-way hash using MS-CHAP. The AP helps the wireless adapter and the RADIUS server to perform mutual authentication and derive a dynamic unicast WEP key by sending the information from the wireless adapter to the RADIUS server (it is still hashed and encrypted at this point). The RADIUS server checks the information against its database. If it is in the RADIUS server database the server sends a dynamic WEP key to the client, using MS-CHAP one‑way hash. The client decrypts the transmission and uses the WEP key for the allocated amount of time. 

The NIH wireless network uses an external database for authentication. The client username and password is not in the RADIUS server—the RADIUS server points to a domain using a Windows server. The RADIUS server then sends a request to the NT domain, and NT okays or denies the request, sending the information in a one-way hash. This method supports single logon requirements: the user’s wireless LAN password and NT domain password are the same. 

The Macintosh client uses software and firmware on an installed Cisco card to encrypt the information. This way it can use MS-CHAP because it is done in the Cisco software.

2 Basic Wireless LAN Equipment and Software

This section lists the software and firmware used for different types of wireless LAN equipment. Three types of equipment are used for wireless LAN access:

Wireless adapter:

Cisco PCMCIA (Model AIR-PCM342/352) 

Cisco Mini PCI (Built-in) Adapter for client laptop

Access Point:

Cisco Aironet 340/350/1200 Series (AIR-AP342E2C/AIR-AP352E2C/
AIR-AP1220B-A-K9)

Remote Authentication Dial-In User Service (RADIUS) server:

Cisco Secure ACS

2.1 Wireless Adapter

Specific wireless adapter software and firmware is used for each operating system.

2.1.1 Drivers and Client Utilities (ACU) for Windows and Macintosh

The drivers and client utilities for each operating system are as follows:

Win95/98/NT/2000/XP/Me (PCMCIA)

· Driver Version 8.2.3

· Client Radio Firmware Version 4.25.30

· Aironet Client Utility (ACU) Version 5.02.005

Windows CE (PCMCIA)

· Driver Version 2.22

· Client Radio Firmware Version 4.25.30

· Aironet Client Utility Version 2.22

Linux (PCMCIA)

· Driver Version 2.0

· Client Radio Firmware Version 4.25.30

· Aironet Client Utility Version 2.0

Win95/98/NT/2000/XP/ME (Mini-PCI, built-in)

· Driver Version 3.4.9

· Client Radio Firmware Version 5.00.03

· Aironet Client Utility (ACU) Version 5.05.001

Linux (Mini-PCI, built-in)

· Driver Version 2.0

· Client Radio Firmware Version 5.00.03

· Aironet Client Utility Version 2.0

2.1.2 Wireless Client Adapter Software Directory

The wireless client adapter software is found on the CD provided.

2.2 Aironet 340/350/1200 Access Point (AP)

Three Access Point models are used: Access Point 340/350 and Access Point 1200. Access Point firmware depends on the Access Point model.

2.3 Remote Authentication Dial-In User Service (RADIUS) Server

The Remote Authentication Dial-In User Service (RADIUS) server, interacting with the APs, provides authentication services for wireless client devices.

3 Wireless Client Adapter Driver Installation

This section provides instructions for installing the client adapter driver for Win95/98/NT/2K/Me/XP and Macintosh operating systems. 

3.1 Installing the Driver for Windows 95

Windows 95 has two versions, A and B. The installation instructions depend on which version is installed on the computer. To determine the version double-click My Computer, Control Panel, System and click the General tab. The version of the computer’s operating system is located under the System heading. If Windows 95 version B is installed the version number ends with the letter B.

Windows 95 limits the computer’s network connections to four. If you try to install a wireless client adapter when four network devices are already connected to the computer the new wireless adapter will not establish a network connection. In addition, Windows 95 only supports a 2.4-GHz client adapter. Therefore, a Windows 95 driver is not available for the 5-GHz client adapter.

3.1.1 Windows 95 Version A

This section explains how to install the client adapter driver for Windows 95 Version A.

1. After you insert the client adapter (PCMCIA) into the laptop’s PCMCIA slot, Windows automatically detects it and opens the New Hardware Found window.

2. Select/Enter the path to where the driver is located (F:\350-adapters-Software\Win-95\PCMCIA\Release-2.0\Driver).

3. Click OK.

4. If you are prompted to insert the Windows 95 operating system disk, click OK and do one of the following:

· If the Windows 95 operating system files are installed on the laptop, type C:\Windows\Options\Cabs in the Copy files from dialog box. Click OK to copy the required files.

· If Windows 95 prompts for the Windows 95 operating system CD, insert the Windows 95 CD into the laptop’s CD-ROM drive. If the CD-ROM drive is the D drive, the path in the dialog box should be D:\Win95. Click OK to copy the required files.

5. Click Yes when prompted to restart the laptop.

6. Double-click My Computer, Control Panel, and Network. Select TCP/IP > Cisco Systems Wireless LAN Adapter.

7. Click the Properties button.

8. Select Obtain an IP address Automatically and select Obtain DNS server address Automatically.

9. Click Yes when prompted to restart the laptop.

The driver installation is complete.

3.1.2 Windows 95 Version B

This section explains how to install the client adapter driver for Windows 95 Version B.

1. After you insert the client adapter (PCMCIA) into the laptop’s PCMCIA slot, Windows automatically detects it and opens the New Hardware Found window.

2. The Update Device Driver Wizard dialog box opens and indicates that Windows will complete the installation of the client adapter. Click Next.

3. If the Update Device Driver Wizard indicates that Windows was unable to locate a driver for the client adapter, click Other Locations.

4. Select/Enter the path to where the driver is located (F:\350-adapters-Software\Win-95\PCMCIA\Release-2.0\Driver).

5. Click OK.

6. When the Update Device Driver Wizard indicates that the driver has been found, Click Finish.

7. If the Insert Disk window is displayed prompting you to insert the Aironet Wireless LAN Adapter Installation Disk, click OK.

8. If a window is displayed indicating that the pcx50*.sys file could not be found, enter the same path that you entered in Step 4 and click OK.

9. If you are prompted to insert the Windows 95 operating system disk, click OK and do one of the following:

· If the Windows 95 operating system files are installed on the laptop, type C:\Windows\Options\Cabs in the Copy files from dialog box. Click OK to copy the required files.

· If Windows 95 prompts for the Windows 95 operating system CD, insert the Windows 95 CD into the laptop’s CD-ROM drive. If the CD-ROM drive is the D drive, the path in the dialog box should be D:\Win95. Click OK to copy the required files.

10. Click Yes when prompted to restart the laptop.

11. Double-click My Computer, Control Panel, and Network. Select TCP/IP > Cisco Systems Wireless LAN Adapter.

12. Click the Properties button.

13. Select Obtain an IP address Automatically and select Obtain DNS server address Automatically.

14. Click Yes when prompted to restart the laptop.

The driver installation is complete.

3.2 Installing the Driver for Windows 98

Windows 98 limits the computer’s network connections to eight. If you try to install a wireless client adapter when eight network devices are already connected to the computer, the new wireless adapter will not establish a network connection. 
1. After you insert the client adapter (PCMCIA) into the laptop’s PCMCIA slot, Windows automatically detects it and opens the New Hardware Found window, and starts collecting information for a driver information database.

The Add New Hardware Wizard dialog box opens and indicates that Windows is searching for new drivers.

2. Click Next.

3. Select Display a list of all the drivers in a specific location, so you can select the driver you want and click Next.

4. Select Network adapters from the drop-down list of devices and click Next.

5. Click Have Disk.

6. Select/Enter the path to where the driver is located (F:\350-adapters-Software\Win-98-2k-me\PCMCIA\Release-2.0\Driver).

7. Click OK.

8. Make sure the Cisco Systems Wireless LAN Adapter is selected in the Select Device window and click OK. The wizard finds the installation files and displays the search results.

9. When the client adapter driver is displayed click Next to copy the required files.

10. During driver installation, you may be prompted to enter a path to the Windows 98 operating system file. If so, do one of the following:

· If the Windows 98 operating system files are installed on the laptop, type C:\Windows\Options\Cabs in the Copy files from dialog box. Click OK to copy the required files.

· If Windows 98 prompts for the Windows 98 operating system CD, insert the Windows 98 CD into the laptop’s CD-ROM drive. If the CD-ROM drive is the D drive, the path in the dialog box should be D:\Win98. Click OK to copy the required files.

11. The Add New Hardware Wizard window opens and indicates that the installation is complete. Click Finish.

12. When it prompted to restart the laptop, click Yes.

13. Double-click My Computer, Control Panel, and Network. Select TCP/IP > Cisco Systems Wireless LAN Adapter.

14. Click the Properties button.

15. Select Obtain an IP address Automatically and select Obtain DNS server address Automatically.

16. When prompted to restart the laptop, click Yes.

The driver installation is complete.

3.3 Installing the Driver for Windows NT

Windows NT only supports the 2.4-GHz client adapter. Therefore, a Windows NT driver is not available for the 5-GHz client adapter. In addition, the laptop must be running Windows NT Service Pack 3 or greater.

1. After you insert the client adapter (PCMCIA) into the laptop’s PCMCIA slot, an error message may appear indicating that a least one service or driver failed during system setup. If this message appears, click OK.

2. Follow the steps below to obtain an available interrupt request (IRQ):

a. Select Start > Programs > Administrative Tools > Windows NT Diagnostics.

b. Click the Resources tab.

c. The used IRQs are listed in numerical order along the left side of the Resources window. Write down the number of an IRQ that is not being used. You will need this IRQ for Step 6.

3. On the laptop desktop, double-click My Computer, Control Panel, and Devices. Scroll down and select PCMCIA. Click Startup, select Automatic, and click OK.

4. Select/Enter the path to where the driver is located (F:\350-adapters-Software\Win-NT\PCMCIA\Release-2.0\Driver).

5. In the Select OEM Option box, select the Cisco Systems Wireless LAN Adapter and click OK.

6. Enter an available IRQ number, which you obtained in Step 2.

7. Click OK/Close.

8. The Microsoft TCP/IP Properties window should open. If it does not open, double-click My Computer, Control Panel, and Network. Click Protocols, TCP/IP, and Properties.

9. Select Obtain an IP address from a DHCP server.

10. Click Yes to restart the laptop.

The driver installation is complete.

3.4 Installing the Driver for Windows 2000

1. After you insert the client adapter (PCMCIA) into the laptop’s PCMCIA slot, Windows 2000 automatically detects it and briefly opens the Found New Hardware window (Figure 1). The Found New Hardware Wizard window opens and indicates that the wizard will help you to install the driver (Figure 2).

Figure 1. Found New Hardware Window
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Figure 2. Found New Hardware Wizard Window
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2. Click Next. The Found New Hardware Wizard: Install Hardware Device Drivers window is displayed (Figure 3).

Figure 3. Found New Hardware Wizard Window: Install Hardware Device Drivers
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3. Click Next. The Found New Hardware Wizard: Locate Driver Files window is displayed (Figure 4).

Figure 4. Found New Hardware Wizard Window: Locate Driver Files

[image: image5.wmf] 


4. Deselect the CD-ROM drives box and select the Specify a location box. Click Next. The Found New Hardware Wizard: Specify Location window is displayed.

Figure 5. Found New Hardware Wizard Window: Specify Location (1)
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5. In the Copy manufacturer’s files from box enter the full path to where the driver is located: F:\350-adapters-Software\Win-98-2k-me\PCMCIA\Release-2.0\Driver (Figure 6).

Figure 6. Found New Hardware Wizard Window: Specify Location (2)
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6. Click OK to continue. The Found New Hardware Wizard: Driver Files Search Results window is displayed (Figure 7).

Figure 7. Found New Hardware Wizard Window: Driver Files Search Results
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7. Click Next and wait while the driver is installed (Figure 8).

Figure 8. Found New Hardware Wizard Window: Hardware Install
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Figure 9. Found New Hardware Wizard Window: Completed
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8. Click Finish to complete the install (Figure 9).

9. If you are prompted to restart the laptop, click Yes.

The driver installation is complete.

3.5 Installing the Driver for Windows Millennium Edition (Me)

The first release of Windows ME comes with driver version 6.15, which is installed automatically the first time you insert a client adapter. To upgrade the new driver for the client adapter, follow the steps below:

1. Insert the client adapter (PCMCIA) into the laptop’s PCMCIA slot. 

2. Double-click My Computer, Control Panel, and System.

3. Click the Device Manager tab.

4. Double-click Network Adapters.

5. Select the Cisco Aironet Wireless LAN Adapter and click Properties.

6. In the client adapter Properties window, click the Driver tab.

7. Click Update Driver. The Update Device Driver Wizard window is displayed.

8. Select Specify the location of the driver (Advanced) and click Next.

9. Select Search for a better driver than the one your device is using now (Recommended).

10. Make sure the Removable Media check box is deselected.

11. Select the Specify a location check box and click Browse.

12. Select/Enter the path to where the driver is located (F:\350-adapters-Software\Win-98-2k-me\PCMCIA\Release-2.0\Driver).

13. Click Next.

14. When asked what you would like to install, select The updated driver (recommended) and click Next.

15. When a window is displayed indicating the driver that will be installed and its location, click Next.

16. If Windows cannot find the pcx50*.sys file, enter the same path you browsed to in Step 12 and click OK.

17. Click Finish to complete the installation.

The driver installation is complete.

3.6 Installing the Driver for Windows XP

The first release of Windows XP comes with driver version 7.29, which is installed automatically the first time you insert a client adapter. To upgrade the new driver for the client adapter follow the steps below:

1. Insert the client adapter (PCMCIA) into the laptop’s PCMCIA slot. 

2. Double-click My Computer, Control Panel, and System.

3. Click the Hardware tab and Device Manager.

4. Double-click Network Adapters and the Cisco Systems Wireless LAN Adapter.

5. Click the Driver tab.

6. Click the Update Driver button. The Welcome to the Hardware Update Wizard window is displayed.

7. Select the Install from a list or specific location (Advanced) option and click Next.

8. When prompted to choose the search and installation options, select Don’t search. I will choose the driver to install and click Next.

9. When prompted to select a network adapter to install, click Have Disk. The Install From Disk window is displayed.

10. Click Browse. Select/Enter the path to where the driver is located (F:\350-adapters-Software\Win-XP\PCMCIA\Release-2.0\Driver).

11. Click OK.

12. The Select Network Adapter window is displayed. Select the Cisco Systems Wireless LAN Adapter and click Next.

13. Click Finish when the installation is complete.

14. Double-click My Computer, Control Panel, and Network Connections.

15. Right-click Wireless Network Connection and click Properties.

16. Select the Wireless Network tab.

17. Deselect the Use Windows to configure my wireless network settings check box.

18. Click OK.

The driver installation is complete.
3.7 Installing the Driver for Macintosh

1. Copy and save the file “MACOSInstallv30.sit” from the following path to a temporary location on the hard drive (F:\350-adapters-Software\MAC-OS\PCMCIA\9.x-10.1-later\Driver-utility). 

2. Open the folder on the hard drive where you expanded the utility installer (*.sit) file.

3. Double-click Cisco WLAN Install to activate the installer. (You should keep the Cisco WLAN Install file in case you need to uninstall the client utility and driver in the future).

4. If you are using Mac OS X, you must have administrator privileges for the Macintosh. When the Authenticate window is displayed, enter your password in the Password field. Your Macintosh username will appear in the Name field. Click Ok.

5. When the Cisco Aironet Wireless LAN Adapter Software window is displayed, click Continue.

6. Click Accept for the terms and conditions of the Software License Agreement.

7. The Cisco WLAN Installer detects the computer operating system and displays the appropriate installation window (see Figure 10 for Mac OS 9 and Figure 11 for Mac OS X).

Figure 10. Mac OS 9 Install Window
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Figure 11. Mac OS X Install Window
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8. When the Cisco WLAN Install window is displayed, perform the following operations:

d. Expand the Mac OS 9/X software component list by clicking the right triangle.

e. Click Install to begin the installation process.

9. Click Continue when a window is displayed indicating the computer must restart after installing the software.

10. A message appears indicating “One moment please…” then a window is displayed that shows the installation progress. After the files are copied to the Macintosh hard disk, a window is displayed indicating that the installation was successful. Click Restart to restart the computer and finish the client utility installation.

The driver installation is complete.
4 Aironet Client Utility (ACU) Installation for Windows Client

After successfully installing the appropriate the wireless client driver for PC/Client, install and configure the Aironet Client Utility on the client laptop. Use ACU version 5.02.005 for PCMCIA and ACU version 5.05.001 for Mini-PCI.

1. Open the folder for the appropriate operating system:

· Win95: F:\350-adapters-Software\Win-95\PCMCIA\Release-2.0\ACU-utility
· Win98-2k-me: F:\350-adapters-Software\Win-98-2k-me\PCMCIA\Release-2.0\ACU-utility
· Win-NT: F:\350-adapters-Software\Win-NT\PCMCIA\Release-2.0\ACU-utility
· Win-XP: F:\350-adapters-Software\Win-XP\PCMCIA\Release-2.0\ACU-utility
2. In the ACU-utility folder double-click on the Setup icon.


[image: image13.wmf]Setup.exe


The Aironet Client Utility Setup window is displayed (Figure 12). 

Figure 12. Aironet Client Utility Setup Window
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3. Click Next on the Setup window. The Select Options window is displayed (Figure 13).

Figure 13. Select Options Window
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f. Select LEAP.

g. Deselect Allow Saved LEAP User Name and Password.

h. Select Create ACU Icon on your Desktop.

i. Select Allow Non-Administrator users to use ACU to modify profiles.

j. Click Next. The Choose Destination Location window is displayed (Figure 14).

Figure 14. Choose Destination Location Window
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4. Click Next. The Select Program Folder window is displayed (Figure 15).

Figure 15. Select Program Folder Window
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5. Click Next and wait for the software install (Figure 16).

Figure 16. Software Installation Window
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6. Click Finish to restart the computer (Figure 17).

Figure 17. Software Installation Completion Window

[image: image19.wmf] 


After the computer starts, go to section 5 to configure the Aironet Client Utility with the LEAP option.

5 Aironet Client Utility (ACU) Configuration for Wireless Client Adapter with LEAP Option

This section explains how to configure the Aironet Client Utility with the LEAP option in order for the computer/client laptop to access the wireless network. 

5.1 Configuring ACU for PC Client

1. Double-click on the ACU icon to open the Aironet Client Utility window for wireless client adapter setup (Figure 18).

Figure 18. Aironet Client Utility Window (Client Adapter Setup)
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2. Click the Profile Manager icon. The Profile Manager window is displayed (Figure 19).

k. In the Profile Management box, click Add and enter the profile’s name. Example:

work

Figure 19. Profile Manager Window

[image: image21.wmf] 


l. Click Apply. The 350 Series Properties window is displayed (Figure 20).

Figure 20. 350 Series Properties Window
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3. In the Series Properties window select the System Parameters tab (Figure 21).

m. Enter the Service Set Identifier (SSID) to identify the specific wireless network that you want to access. (The field allows up to 32 ASCII characters.) Note: this parameter is case-sensitive. Enter

· SSID1: <production SSID #1>
· SSID2: <production SSID #2>
n. In the Power Save Mode box make sure that CAM (Constantly Awake Mode) is selected.

o. In the Network Type box make sure that Infrastructure is selected.

Figure 21. System Parameters Tab
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Note: If you leave this parameter blank (default), your PC/Client adapter can associate to any Access Point on the network that is configured to allow broadcast SSID. 

In our wireless setting, the Access Point with which the client adapter is to communicate is not configured to allow broadcast to the SSID. The value of this parameter must match the SSID of the Access Point. Otherwise, the client /PC adapter is unable to access the network.

4. Select the RF Network tab (Figure 22).

p. In the Data Rate box make sure that Auto Rate Selection is selected.

q. Make sure that the Use Short Radio Headers checkbox is selected. Short Radio Headers improve throughput performance.

Figure 22. RF Network Tab
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5. Select the Network Security tab (Figure 23).

r. Under Network Security Type scroll down and select LEAP.

Figure 23. Network Security Tab
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s. Click Configure for LEAP configuration. The LEAP Settings window is displayed (Figure 24).

Figure 24. LEAP Settings Window
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6. In the LEAP Settings window do the following:

t. Make sure that the following are selected:

· Use Temporary User Name and Password radio button.

· Use Windows User Name and Password radio button.

· Include Windows Logon Domain With User Name checkbox.

· No Network Connection Unless User is Logged In checkbox.

u. Click OK.

7. Click OK all the way out. The LEAP Authentication window is displayed while you are logging on to the network (Figure 25).

Figure 25. LEAP Authentication Window
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5.2 Configure ACU for Macintosh Client (Cisco PCMCIA Adapter)

The Client Utility allows you to enable or disable LEAP and to set your LEAP username and password. Note: The Macintosh operating system must be OS 9.x or above.

8. On the desktop click the Aironet Client Utility icon. 

If the client utility is not active on the desktop, do the following:

From the Finder menu bar at the top of the screen, select Go and click Applications. The Applications window is displayed. Go to next step.

9. Click the Aironet Client Utility icon. The client utility window is displayed, and the computer searches for the client adapter radio. After the radio is found, the Cisco pcm340 - Basic Properties window is displayed (Figure 26).

Figure 26. Basic Properties Window
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v. In the Network box make sure the SSID matches the Access Point’s SSID. Enter

<production SSID>

w. In the Security box select Enable LEAP.

10. In the Edit pull-down menu select LEAP user & password (Figure 27).

Figure 27. Edit Pull-Down Menu
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The Set LEAP Username and Password window is displayed (Figure 28).

Figure 28. Set LEAP Username and Password Window
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x. In the Username box enter the name of the AirPort network to join, as follows:

<production SSID>

y. In the Password box enter your LEAP username and password as follows, with the brackets and forward slash included:

<username/password>

z. Click OK.

After LEAP is enabled, your client adapter authenticates to the RADIUS server using your LEAP username and password and receives a session-based WEP key.

Note: When you enable LEAP, the Enable WEP check box is automatically checked. This indicates that dynamic, session-based WEP is active. You do not have to enter a static WEP key.

5.3 Configure ACU for Macintosh Client (AirPort Built-in Adapter)

Note: The Macintosh operating system must be OS X or above.

11. On the Desktop click the Macintosh HD icon. The Macintosh HD window is displayed (Figure 29).

Figure 29. Macintosh HD Window
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12. Double-click the Applications folder icon. The Applications folder is displayed (Figure 30).

Figure 30. Applications Folder
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13. Double-click Internet Connect to open the application. 
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Internet Connect




The AirPort window is displayed (Figure 31).

Figure 31. AirPort Window
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aa. In the Configuration box scroll down and select AirPort.

ab. For AirPort Power, make sure to turn the AirPort On.

ac. In the Network box scroll down to select Other. The AirPort Name and Password window is displayed (Figure 32).

Figure 32. AirPort Name and Password Window
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ad. In the Name box enter <production SSID> for the name of the AirPort network to join.

ae. In the Password box enter your username and password as follows, with the brackets and forward slash included:

<username/password>

af. Click OK. The AirPort window is displayed showing the configuration (Figure 33).

Figure 33. AirPort Window with Configuration
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6 Troubleshooting

This section provides information to help solve problems relating to wireless LAN access.

6.1 System Requirements

This section lists the basic system requirements for wireless LAN access.

6.1.1 PC System

PC system requirements are:

Windows 95, 98, NT, 2000, XP, or Me

486 (33-MHz) processor

16 MB RAM

39 MB free disk space

VGA+ compatible display adapter

256 colors or at least 16 shades of gray

640 x 480 resolution monitor

CD-ROM drive

6.1.2 Macintosh System

Macintosh system requirements are:

Mac OS 9.x (Cisco PCMCIA) or above (Mac OS X version 10.1; AirPort adapter will work with Cisco AP for the LEAP option)

Power PC processor

32 MB RAM

23 MB disk space

256 colors or 16 shades of gray

640 x 480 resolution monitor

CD-ROM drive

Open Transport Connectivity

6.2 EAP Authentication Requires Matching 802.1x Protocol Drafts

We currently use Network-EAP authentication on the NIH wireless network. Therefore, the client devices and access points must use the same 802.1x protocol draft. For example, since we are using 802.1x Draft 10 for the Access Points, the radio firmware on the client devices (PCMCIA) that will associate with an access point should be 4.25.30. The following table lists firmware versions for Cisco Aironet products and the draft with which they comply.

Table 1. Firmware Versions for Cisco Aironet Products

	Firmware version
	Draft 7
	Draft 8
	Draft 10

	PC/PCI cards 4.13
	-
	x
	-

	PC/PCI cards 4.16
	-
	x
	-

	PC/PCI cards 4.23
	-
	x
	-

	PC/PCI cards 4.25.30 or later
	-
	-
	x

	Mini PCI cards 5.00.03 or later
	-
	-
	x

	AP34x/35x 11.05 and earlier
	-
	x
	-

	AP34x/35x 11.06 and later
	-
	x
	x


6.3 Troubleshooting steps

This section explains the steps for troubleshooting the wireless client.

6.3.1 Users are unable to authenticate through wireless LAN

When users are unable to authenticate through the wireless LAN, do the following:

1. Verify that users are using Cisco Aironet client adapter 340 series or 350 (model: AIR-PCM352). Note: the 340/350 series has two models. The AIR‑PCM341/351 does not support LEAP. The AIR-PCM342/352 does.

2. Verify that users are using adapter driver 8.2.3, radio firmware 4.25.30, and ACU Version 5.01.x or later. Do the following to verify adapter driver, radio firmware, and ACU version.

Note: If the client is using the Cisco integrated Mini PCI wireless adapter, the adapter driver should be 3.4.9 and the radio firmware should be 5.00.03.

ag. Double click the Aironet Client Utility (ACU) icon from the desktop to bring up the ACU utility. You can verify the version of ACU from the Aironet Client Utility window (Figure 34).

Figure 34. Aironet Client Utility Window (Verify ACU Version)
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ah. Click the Status icon. The 350 Series Status window is displayed (Figure 35).

Figure 35. 350 Series Status Window
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ai. In the 350 Series Status window verify the following: 

1) Adapter driver version: NDIS Driver Version = V8.2.3 

2) Radio firmware version: Firmware Version = V4.25.30
3. If users use an older version of the software, follow the steps below to update the software.

aj. Update adapter driver to version 8.2.3.

3) Right click My Network Places. Select Properties. The Network and Dial-up Connections window is displayed (Figure 36).

Figure 36. Network and Dial-up Connections Window

[image: image39.wmf] 


4) Right click Local Area Connection. Select Properties. The Wireless Lan Properties window is displayed (Figure 37).

Note: On some laptops there are more than one or two Local Area Connection icons depending on how many network adapters are configured on the laptop. Make sure the one you select is the property of the Cisco adapter.

Figure 37. Wireless Lan Properties Window
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5) Select the Show icon in taskbar when connected checkbox.

6) Click the Configure button. The Cisco Systems 350 Series PCMCIA Wireless LAN Adapter Properties window is displayed (Figure 38). Click the Driver tab.

Figure 38. Cisco Systems 350 Series PCMCIA Wireless LAN Adapter Properties Window
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7) Click the Update Driver button. The Upgrade Device Driver Wizard window is displayed (Figure 39).

Figure 39. Upgrade Device Driver Wizard Window
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8) Click Next. Click Next again. The Upgrade Device Driver Wizard–Locate Driver Files window is displayed (Figure 40).

Figure 40. Upgrade Device Driver Wizard–Locate Driver Files Window
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9) Deselect the Floppy disk drives and CD-ROM drives checkboxes, then select the Specify a location checkbox. Click Next. The Upgrade Device Driver Wizard–Copy manufacturer’s files window is displayed (Figure 41).

Figure 41. Upgrade Device Driver Wizard–Copy manufacturer’s files Window
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10) Click Browse. The Locate File window is displayed (Figure 42). Browse to the location containing the netx500.inf file.

Figure 42. Locate File Window (1)
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11) Click Open. Click OK. Click Next to continue. The Insert Disk window is displayed (Figure 43).

Figure 43. Insert Disk Window
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12) Click OK. The Files Needed window is displayed (Figure 44).

Figure 44. Files Needed Window
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13) Click Browse. The Locate File window is displayed (Figure 45). Browse to the location containing the PCX500.sys file.

Figure 45. Locate File Window (2)
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14) Click Open. Click OK to continue. The Upgrade Device Driver Wizard–Completing the Upgrade Device Driver Wizard window is displayed (Figure 46).

Figure 46. Upgrade Device Driver Wizard–Completing the Upgrade Device Driver Wizard Window

[image: image49.wmf] 


15) Click Finish to complete the installation process.

ak. Update radio firmware to version 4.25.30.

16) Double click the ACU icon. The Aironet Client Utility window is displayed (Figure 47).

Figure 47. Aironet Client Utility Window: Commands
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17) From the menu bar, click Commands. Select Load New Firmware. The Load New Firmware window is displayed (Figure 48).

Figure 48. Load New Firmware Window
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18) Use the down arrow to locate the image file, for example (Figure 49):

45c42530.img

Figure 49. Load New Firmware–Image File Window
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19) Click Open and wait while the firmware is being upgraded. First the Erasing Flash window (Figure 50), then the Firmware Upgrade Complete! (Figure 51) window is displayed.

Figure 50. Erasing Flash Window
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20) Click OK at the Firmware Upgrade Complete! window to complete the upgrade process.

Figure 51. Firmware Upgrade Complete! Window
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21) Follow step 2 above to verify the radio firmware version.

al. Update ACU to 5.02.x.

Follow the procedures in section 4, “Aironet Client Utility (ACU) Installation for Windows Client” to install the new ACU software version 5.02.x.

4. Verify that the ACU is configured properly for LEAP authentication with the correct SSID. Refer to section 5, “Aironet Client Utility (ACU) Configuration for Wireless Client Adapter with LEAP Option” to check and/or reconfigure the ACU.

5. Verify that the Network Type is Infrastructure in the user’s profile. Refer to section 5.1, “Configuring ACU for PC Client” (step 3, Figure 21, “System Parameters Tab”).

6. If the user is still unable to authenticate after steps 4 and 5 are checked do the following, because the ACU may be corrupted.

am. Uninstall the ACU software and make sure that the C:\Program Files\Cisco Aironet\ directory is deleted. 

22) Click Start ( select Settings ( select Control Panel. The Control Panel window is displayed (Figure 52).

Figure 52. Control Panel Window
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23) Double click the Add/Remove Programs icon. The Add/Remove Programs window is displayed (Figure 53).

Figure 53. Add/Remove Programs Window
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24) Under Currently installed programs highlight Aironet Client Utility. Click the Change or Remove Programs icon to start uninstalling the ACU. The InstallShield Wizard window is displayed (Figure 54), followed by the Welcome window (Figure 55).

Figure 54. InstallShield Wizard Window
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Figure 55. Welcome Window
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25) Select Remove and click Next. The Confirm File Deletion window is displayed (Figure 56).

Figure 56. Confirm File Deletion Window

[image: image59.wmf] 


26) Click OK to continue. The ReadOnly File Detected window is displayed (Figure 57).

Figure 57. ReadOnly File Detected Window
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27) Click Yes to continue the uninstall process. The Setup Complete window is displayed (Figure 58).

Figure 58. Setup Complete Window
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28) Click Finish to restart the computer.

an. After the system is rebooted, reinstall and reconfigure the ACU software. Refer to the procedures in sections 4 and 5, “Aironet Client Utility (ACU) Installation for Windows Client” and “Aironet Client Utility (ACU) Configuration for Wireless Client Adapter with LEAP Option”.

6.3.2 Windows 2000 crashes during LEAP authentication

Windows 2000 may crash during the LEAP authentication. The “Stop C000021a {Fatal System Error}” error is displayed and Windows shuts down. Do the following:

1. Install Windows 2000 Service Pack 3.

2. Run Windows Update to update Windows patches.

6.3.3 User removes the drivers and can’t reinstall them

When a user removes the drivers and can’t reinstall them, do the following: 

1. Unplug the PCMCIA wireless adapter.

2. Locate the PCX500.SYS, VXDX500.VXD, NETX500.INF, and PCX500mp.SYS files in the C:\Windows\system, C:\Windows\system32, C:\Windows\system32\drivers, C:\Windows\system32\dllcache and/or C:\Windows\inf folders, depending on the version of Windows the user is running. Delete the files.

3. Reboot the system.

4. Plug in the PCMCIA wireless adapter. The Found New Hardware window is displayed (Figure 59). 

Figure 59. Found New Hardware Window
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Wait until Windows displays the Insert Disk window (Figure 60).

Figure 60. Insert Disk Window
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5. Click OK to continue. The Files Needed window is displayed (Figure 61).

Figure 61. Files Needed Window
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6. Click Browse to browse to where the driver software is located. The Locate File window is displayed (Figure 62).

Figure 62. Locate File Window
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In this case, the driver software is located on the CD-ROM.

7. Highlight the PCX500.sys file and click Open. The Files Needed window is displayed (Figure 63).

Figure 63. Files Needed Window
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8. Click OK to continue. The Digital Signature Not Found window is displayed (Figure 64).

Figure 64. Digital Signature Not Found Window
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9. Click Yes to continue and wait while the driver is being installed (Figure 65).

Figure 65. Found New Hardware Window
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After the driver is installed, the Found New Hardware Wizard window is displayed (Figure 66).

Figure 66. Found New Hardware Wizard Window
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10. Click Finish to complete the driver installation process. The System Settings Change window is displayed (Figure 67).

Figure 67. System Settings Change Window
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11. Click Yes to restart the computer if you are asked to do so.

12. After the system boots up, log in to the system and re-configure the Aironet Client Utility (ACU) because when the client adapter driver is removed, the ACU profile is also removed automatically. Follow the instructions in Section 5.1, “Configuring ACU for PC Client”, to re-configure the ACU and test the wireless access.
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